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APNNN TIYN MIN — N DIHAP/PIN

3NN SVNNIN 9V DIDIA 1 1 AT IIN

YD) IPNNN WY DIPYY DPVNNONN DY DNNIN 1Y DITTY NONONN W 1T NHX
NTNHN NN .DNMN Y1 DOWHYN UK SONNIT DIPET NNHDN DIRVIN NON DINY

D) DNYNN SONNONN DIV .THNIN MNDY DN OPAINRM PONNNN YITND D) NONONN
NN NNN 2IITYN YOINTIN YN 9N NN INVIRY TITA DPRTPN MNPH Yy MOV

: ININ NPNON AN P2 MW N AR

P97 MY ,NNTNAY 9192 9392891 HYVITMP NVNNN NN MHIXIN N NDHPN [
.DYV)2DIN YTIIN MNPNY

,DONTN M) NPIDM IPNNN DI ,IPNNT NMDIZIIN D1 ,IPNNN NN NI NDHN [
NNV PONNINN NNONN NN NN NIWISPHRN M0 NINYN

MONMNN IR) ARNYN TIVN 1NV DDITD NON»NN IPNNRN NMION NI NTHN [
.DMVIMDT DM PININI BIPVNININ MNPNRY DINYHNN 1°2 (NINN

09351y DN IPNNN NYXNA ONIXINN YPINNRD PN OVNNNN NN N NTHRN [
.DINN2 DXIWNM OMIDINN NMNPHRN NN DID1D O) D BPVIND)

YT GND DN WNND IPNNNY YWITIND YINL NINAN NOND IpNNN Nysn N nnn [
.D»PN

MOYPYI MDD , NP MDA = 9PNINN NN : 2 279 IPN

DNXIN DMVYN DOVDNM ,DINIPIVN ,IPNNMN 2ADY 555 12V J9IRD NONMNN N DT NHPN
DN’ MPYA DIYINN NYTN NN DINMNN DIIA0N DINIYY TPINI 1211 ,71N2 19N
,7PN25 NONMNN T DTN NHEN GONI .IPNNN NPIDNT DIPIND DY MNYN MIPNID

PN P2 MW T DTN NN NNN IZY MNP IPNNRN MY DN MPYI NPII0N
:NMINAN NPNHON
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95 ,APNNN IDIYIIN - IPANRN TIVHD) DXNNIN NOON NIVIVON N2 NN [
NV MHVMNINN NNONN NN 9PNHNN MV NN MNDIN - IPNNN

VN DI DY APNNN NYNN MO MN PPT NN [
DIPNHN NPIYPN NIRVIN IPNNN NYNN NI NTND [

YPNIDN (context) YWPNA N99NAY 3PN NSO APNNN NYNN N NN [
NIPNIN NPDIVIINDY

19V,¥8997 9PNNN D92 VINOWD DIYIOVN DMA0M DOPINN DMWY M N L
.D29P11N 1IN ©29NNYNN INNN NPNIY

DIMDND IPNNI B¥PN BINNNNN 09N Y DDA IPNKRN TN N2 NN [
JPMANNDY IPNNT TIWH NN NN DXNIND BINYA ©INPIWN ONNIN NA NTHN [

O NP (Mixed methods) mMampn 9pnn MLIY DY DOINH IPNPM NN [
TPNNVIRD NN BPINN P2 AYPN NN PAD DI HYN NPNARN ININTINN
PMPONM MRIIND 25V H513) IPNNN DI THIRD D2 NNIINNDN

YW MAYWNA 17 NOOIDY VIV NININD DINTN NPNOIN NMVIVON N2 NN [
NPIVAN TINYNY NINNWNA D) 199 1T D2VIVONA A9NHa

029NN 1IN 12V J9IND VIV NONMNNI NN IPNNN NYNN N2 NN [
S

IPNNT MYRYY MIVNY DINND PPN ,PO0N XIN B¥PT1a30 P> NanTHn [

MIVIDY DINMIN M) : 3 A7 IIN

N3V D7T9Y IPNNN NYSNI MIXIDN DNNIN MNP N23ONY NONMNN W DTN NDN

12W 19IND D) NONMNN W TN NHNX QORI .IPNNN AN ST Iy NHWIDN Y¥INND NNNN
5Y MXWYHR MTIND NPIPAN LIN MTIPIY D) MONMNN NIYIND DINNIN MM MION
: TININ NPNON TN P2 MW N NN NHX DN .NNWI) DINSNHN NN

DY NDYON2 MNRNDIN MIYID MNIYAN NNTPN DINNIN NN NN NA NN [
APNNND MRV OYY PLNININN NNNONN

LDINSNNN DY HHVIY NHDIND NOMIN DINMIN MM 15N Nanrn [

21379 191 %IV MYINIIY HNIKIVIO DM DN MM MNONL N2 NN [
MDNY NIND 12YN OIYWTN DIVNND 0231199 MYTN MONY NRIYNY NPNNTIN
p;m

YRHIN IPNND HY NYINIYIVION INMIIN — /2 NNAP/PIN

N9 NVNNN NYY90 (transferability) n9ayn : 4 7720 N

YOI NPND YXIND IPNNT NNDNA IV YT WOV SNONIVIT NONMNN 1T NN NNN
DYIND NMVYY NNIN 5710 ,NMY D772 MINK NPDIVIINI MDY , 0281 ,D3IWPN NIY
DINNNNN P2 ONYHNN DXIA0ND ,IPNNN TPHRNN DN ITND 12yN DMIVPN) DXANN NPNID
DTN N VNNIN NDDIN WSND NIMND PNIONT IN ,DMINN DIVYPNL DININNY IPNN2
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IN NPITAY DN OINND MNP NNIN PHTND IN NPMIYHVN NN NN NPYYN
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NN 299Y DY NNIHNA DINNNI IPNNN ONYIN IPNNN NYNN DA NTNPN [
IN NN 2INYD NPLINDIN NPIVIVOX MIRY DY IN TNPNN NPYYN/NIINNN
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APNNY TUND 513 IN NNIYEY MEININ M9

DY WITA .(users) DXWNNWNI (Use) NPVIIY DY NN NN Ipnnn [
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NP 12D NTYO TIRTPRN PA (DN22N MINDY IN) MAMWYN NONANY NNINND [
NSMD

APNHRN MaNn/ — ) NXAP/PYN

MM NN DIV 1 6 YN NIIN
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7N P2 MWD IT DTN NAN DNN DINMDN IPNN NNONI NNVYPNI MPPYA T
:DINAN NPNHON
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T2 WII9N D) NN PIND W NI NPY NYYN NTINA
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LDMNYNI DINRYNNA I2YTH

$ 029990 MN”YT HWINY NPNIN
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999 799NN NIWNA Y15 NYAP/IDIRY NYPA NINDN NPVAY Y153 NNVANY MAPNND
YN

,29 OV

NOIYNA IPNN YIIXD YN NOIN TONNY NPV YNNI NNVIAN MDD NN DNNNY NIN DY
T THONI MOLNNN MYIITA NTNYD NNND ONINRD IPINDN WP , 01D 50V 7NN

1 YN HNVAX MYSIT 19N
:YPNPN IO .1

MW D1MNY VITVIN INN IN NPHVINT NIIWN DY THN ONN @
ND/)D 1IYNI/NIDINIY

YT MIIYNI NN YT DNDNNRND VITVIRN INNX IN THPOVIPTN NIOIWNN ONN - ©
ND/YD 10NV

ND/YD 1INNX DI PN YN PIAYN PHONRND @
INNODIA VI WY, NI/ TP Y PN GOIN DN OND @
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NI MUY NN DIYMY APINN HY VITVIIN INN IN PIVINT NIIYN YI¥aN IPIND NN

19 DY DIIVINDN DIPODN NNOWIA DI 9PINND NPITAN NPV, NNV NPITa MNaYs M
0298997 PAYN NPT TPHNN YY 9291 XD NHY TINN T9vYN

—hs 1
AQORY YTNRN MYSNN NP NN MYITY THNNN Yoy 93 nuyd X2 99NN 1.1

IN YOI YN OV JTIN, NN NYIN P NV ,NVYN D32 IRINNKD DIND 1N IPIND 1.2

.DYT22 DOPRI N YTTND 19Y, TIPNN TIVNY DN DIDY TUR WOV T8O Y11 DY NOYN

,PIV1 D021PN DXVITIVOY DRNN WIHIIN YN IY NNHWS 3NN 771 IPIND ORNNI
ANYID WY TN YT 1PIAYNID K

TNND NN ¥ [, XINP 2PN MDY TN TIT NN MNHA TNN DY NN 1.3
NVINND MM’ NPNIN NYAPY YT NNVINX DINMN

Y 9197 : 21N VYA U PO YW NMITHD YV YN PN IPINNY DI = Y PPN e .2
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= 3099 Y10 HY 9109 IN DPINN ,WIIY .3
1091199 N9YH HNVAINN HHYNI P9 IR YOMN DM OV YN D IPNNN 1IN L3.1
DY .NLIINND PINA NYY> N TPV DX YTNN NIIYN D) 9PNND NN Y8aNn 9UN
NPV NNN NPN MYIITA TINYY DINNIN NIAYM NNV 0NN YY) 1IN MHNYN
1981 NPIWNN NPV NNN PIN,2017-377YWN (YT NNVAN)

YTIIN NN JONNOY TOINN Y09 : DHYNY NI
2 1Y MIYPNNN Y0 TOIIN DY YN NNVIN DN BV

D09 YNND PONIN OV YN PAY XD INYVN D IN,NINY IPNNN IPIND 19 0D .3.2
NND 2N YN NN ROY 1NWHD MO 18D DN YN 1D VYW IN P TUN
STVnn

73 18 DINDNHL DIMPYA YIIY .4
LYTOPN INNR/MIPITIN/TININIV NIWNL WIDY WY IPNNRN OPP TNYN NPRa 4.1
YN NNVIAN SVDNA TIVNN TIVN > Y IWINY PTI AT MPY D XTND W PTIY»
DN PODA NPITI PIAN BY 93095 IND Y05
2 DIVOIN ION/TDISTITON/TININIIV NI WV 5Y 9307 POUY NI

IN NI NPTNIVINIY DNIDIN NNVINOSYSNN OY1D I»NNN Papn .4.1.1
NN NIYNI VYD Y NNYPNN TPNYNN MIIWND IX NIIWND PN
81 19APNY NIPAN SYNNN

(NP 9IPN MYIT NN MNTIAY NN YN IPIND IMYYNHND TUN MIIYNN Y 4.2
: INAN MWITN NN MNSY OMPY

.(Two Factor Authentication) 2FA nn92 pwn vonwn nnt .4.2.1

YIINND VONWNY IVINNDD NOYIND NOIYN NN MINYAIN NN .4.2.2
VTR Nw) Tada

SPTNTYNNN Zero Day mapnm »Y Ty TP 291 M dYSnN .4.2.3
JOOVPNRN NVIY wnwnn avnn 1 Firewall nnn .4.2.4
PNV MAPNN NIOR NN .4.2.5

NOIVN YT DY PN NN NT N XIWI AN PXINND TN AVNN S5y .4.2.6
.(Full Disk Encryption) p©>1 nyosn

NNLVIAX DYY LPN NI DN DOYNNNN NN ,YITOY DI, TIONN TIVNID PY 9NN 4.3
B agian]
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NYPN MNON ,OXPPAN DY , 0> TNON MTIN DMNIN P20 IPOTI 2»NNN 3NN 5.1

NANPINNI IVONOY INA - NN NNONND WYAPTIY L (DNMN :PND) DX INA

ToNna L (ONODPY DINNIY IN INIONY DN 19ND) NMYSHNI IN D71 NHONI
DTN NNV

MY HOY YIDNMY DM KDY DNMP DMNMD NINT PINNY IN INNOND v L5.1.1
DN NNONN

DNPINNRIIVONOY DN XD DMNMD NPINT NNNND MIVINR DO ynd  .5.1.2

P2,(D>TPAN YDy, OXTNON) NPTIN DTN NN OMNON,DNM NONY XY .5.1.3
955 ,(DX711H DN IPND) NMT NIVANNDN NN ON P2 TPHINN NN ON
SYNIN WD NOWH YW N5 WXIN NYIN NIY ,NINY DI

DY DI, 799 TR0 IRY DTN DI N NOANY INNOND WD, vayno Ny 5.1.4
DV 2AN952) URIN NMYOR RIY ,IPNNN MIXID IWPA IN DX N/APIND DN NYINY
DUNIN WTHN NOYH
;DY) OYNN DY PPN YO, 0 PNRYN NITIN DXIVIN DI NN TNIVND
9PINN 21NNN 1 TIRND TY IN NN NN I NTIAYN DY OIN DY PN
.91 %91 02IN02

IYANRIY ,TD DIDIDIN IS DY N0 D92 ,Q0NIW YN NN DI IN VN NY  5.1.5
TIVNA T TROMN DINN T DY NOIWN NIVIN 1D OX NIN ,TMNION HY N
JNRY PHRONN DY 1) PHRONN NN DY TI0 AN NNOON NPIAPNM TINN

DIDID IN TSN HY N0 HD2 QONIV YTININ NN DDISY IN PNND ROW a»Nnnonn - .5.1.6
VY TPANN Yy DNAY ,DIPNN VYN NN .TPINN DY NPT IWIRTY T
DVAYY ,DO0YN YW IMDNY PN IN YYD TPIN RINND ,YTNN GONI PITIN
ANV PIN XD ONX D) ,DIRNNNN DIDID NY2 IMNT DX PNONY 1 XY 7D
NN NAY DN PPann Hyad NNT PNaNY (X) 2NN NN NON OXIPNa
22110 ©1DI9Y 2902 1D IWAND (2)-) YN

DN INKRD DI NIIN NNND YDNIN T DI LXIN YNRN DY PAY N0 P D W5.1.7
NP PN NNPN

TIYOIN I JD ON NON ONIY NPTH MDD NN I YOMNDND ¥y DO 518
PN TIVN
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Y0 1TVIN DY .6
95 MWYS N/2NNN N/APINN .APNND MTIAYA DYDY DXARWYNI WPWN TIND TIvn .6.1
IND MYSNHNI INYD P2 ,IPN0ND DNDN DOONIY DINN) JTIN NYNIND YTV

NODIND I9IND O

912y NPNRANITHNY NNVIN NN DY NPNPY TIN NPNRNN TIN DIPNIINY DM 6.2
DN IMN

DY MNVIN NN .7

D01 DY NODIN 7PNN YTNON MNND INA YN MIIWNY NYNY INNN 3PN 7.1
STPANN N TN WATY 7ayn N NN X9 (need to know) nyTo 7180
NV DVNN DWYNNVYAY P71 IVARN IWN MNTINN NN 0M»PY 1»NNN 3PN 7.2

BVaglap)

N9P2 Nyn .8
MoIYN HY NP2 NP IWONOY SOMVIN TIVN NN DMD N/2NNN N/97NN .8.1
: DYNAN OMNMN DI 1Y RN MNMIYIDT NIIWND 129 5D ,YTNI1N MNNRNDD MUINIY
O YN PORY NIIWNN 2237 ,NWNN PO DV DYV PINND ,WRNYNRN MM
NNTI IN DIWVIN NN DRM NP ,NIYNIN N0 ,NYNIN
JODNY GUN DINNIN DY NN Y8 ¥ = 9PHNND HIT0H2 190NV 0INIMN 1H99.8.2
Y TR0NY 9NN N NI NN WHNDY IPNNN NNDNI

mavpnnove .9

95 HY HVITIVD VNN ,XIN N TINN TIVNIY NDD IPIND ,MIYPNNN OPD DY
T DOV NVOP L TPVNR TR D) T YN YN D YOMNNDD YN
DY IPONY D1NDN DN MNYTN DY PRYRM NPN 95 193 (191 FlashDrive
91992),22PNNY YR MPPN DY TINOND TIVND NN INNRD T KNP 2P0 NMvn nn
X190 TINN TIVN M) Y95 H¥ (Wipe) NRIN NpPNn 9PIND Y82 P10 IRNNY

MUY

: NIPIN/APINN NN
AUPIANN YN DY ININI 1MW MY NODIT MONDNN MYITN D NNTA N/AAUND NN

NN n/APNMN OV

TINN
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:19AVAVIO YW .2
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